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Instructions:
You need to analyse a case scenarios and complete tasks mentioned after scenario.
You need to demonstrate your develop ICT solution ability to identify the solution, determine client support and manage the team in development an awareness of cyber security in workplace.
Duration:
Trainer will set the duration of the assessment.
Evidence required:
	Tasks 
	Evidence 
	Submission 

	Identifying issue and
	A complete issue report and selected solution, including a presentation.
	Presentation in front of the class and the trainer. Also, in printing


[bookmark: _Toc102472784]Case scenario
Established in 1999 with offices located throughout the western Sydney, Heaven Systems is a world-class, full-service provider of residential, commercial, and logistics-based transportation solutions for businesses and individuals. Many of the world’s largest, most respected corporations rely on the company’s unwavering commitment to innovation, quality, and customer service to move their employees, offices, and industrial facilities—domestically and internationally—anywhere in the world. Heaven Systems was experiencing an increase of phishing emails that were reaching employee inboxes and introducing the risk of a data breach. As phishing attacks increased, productivity slowed down while end users waited for IT to investigate the suspicious emails. “Phishing emails were getting more specific and sophisticated, and we worried that an employee might open one and cause serious damage,” said David Potter, IT Director at Heaven Systems. While there are multiple layers of security to filter email as it enters Heaven Systems’ network, it’s still possible for some targeted phishing emails to slip through and get into employee in-boxes. For this reason, IT must rely on end users to determine whether an email is safe to open. But it’s not always easy to tell. “For instance,” said Potter, “one area of the company was getting phishing emails that looked legitimate. They appeared to come from a customer, but the attachment was malicious.” Refer to employee background statistic show below:
[image: ] 
To help employees identify phishing emails, IT holds annual training to show them what red flags to look for. Then, IT sends mock phishing attacks to test them. If a user clicks on a couple simulated phishing emails, they’re required to take the security training again. Human nature being what it is, some users were ignoring legitimate email because they didn’t want to make a mistake that would require them to take the training again. Others decided to play it safe and send every questionable email they received to IT to see if it was OK. While IT recognized the obvious threats, even they had to question some of the attachments. “You can imagine the amount of time we spent investigating emails,” said Potter. “It took about an hour per email to copy the attachment to a USB drive and then spin up a machine to test the file off network,” he explained. “That’s valuable time that IT could spend doing other things.”
You are work as an IT project manager assigned by Potter to handle this problem in the company. The company decide to use the system to detect a Spear-Phishing. To accelerate suspicious email analysis and response, Heaven Systems implemented MailMon, an automated phishing incident reporting and response service that empowers end users to report suspicious emails directly from the inbox. MailMon runs on Microsoft Exchange 2013 or newer and Office365; it is deployed to end users as an Outlook plug-in, including Outlook App for Android and iOS devices.
You and your friend are 10 years’ experience staff in the company. After you evaluate the MailMon, it generates a report in the complex form, many of the staff including a current IT department are not familiar with the system. Potter approved on new project team recruitment, and HR organised 3 new graduated IT staffs joining your team. Potter would like your team to gain more awareness on this cyber security incidence. 
[image: ]
Figure: MailMon Monitoring Sample

[bookmark: _Toc102472785]Heaven Systems internal IT Service Agreement
	Severity Level 
	Description 
	Target Response 

	1 (Outage) 
	Entire Company Server down 
	Immediately 

	2 (Critical) 
	Entire Department Server down 
	Within 15 Minutes 

	3 (Urgent) 
	Staff computer down 
	Within 1 hours 

	4 (Important) 
	Staff computer not work properly or potential for interrupt their routine work 
	Within 3 hours 

	5 (General) 
	Upgrade software 
Training request 
	Within 48 hours 






[bookmark: _Toc102472786]Task 1: Scope issue
Now, in the mid of November, you are required to prepare the report for the management team on company security awareness. The report should indicate: 
1. The company current issue:
· The major issue is Heaven Systems experiencing an increase of phishing email attacks that were reaching employee inboxes and introducing the risk of a data breach and this led to productivity slowing down.
· Phishing attacks are getting more strategic and sophisticated that even though they have security filter they still need to rely on end user to determine whether email is safe to open or not. For this reason, end user needs to get trained how to identify phishing emails.
· Employee statistics shows that most of the end users are women age over 50 years old and have intermediate technology skills (typing, word processing, spreadsheet). Furthermore, staff are dispersed across the country. Suggesting making IT training happen is very challenging.
More ICT security issues attached in the end of this assessment (Reference):
The company face an increase in phishing emails, but the staff does not have enough ability to handle them.
[image: https://resources.appsealing.com/4-svc/wp-content/uploads/2020/06/23131609/phishing-email.jpg]
Refer: Types of phishing email attacks

At its core, phishing exploits human impulses through an attractive message or offer. Attackers usually resort to phishing attacks by targeting large groups and hence increase the chances of at least some targets falling victim to the attack. A typical example of a phishing attack involves the attacker impersonating an individual or establishment and sends emails to unsuspecting targets asking for immediate help with a link attached to the communication. The innocent user clicks on the link, which takes them to a fake website that looks similar to a legitimate website. The person, unaware of the trap, falls into it and ends up sharing personal details with the attacker, who then robs the user even before they realize that they have been attacked.
[image: https://assets.website-files.com/5ff66329429d880392f6cba2/6054b70f792c3c112c627498_14.jpg]
Figure: Example of phishing email attack.

Phishing is a way that cybercriminals steal confidential information, such as online banking logins, credit card details, business login credentials or passwords/passphrases, by sending fraudulent messages (sometimes called ‘lures’).

2. Brief for possible solution to identified issue. Each solution must be assessed on 
· commercial potential 
· suitability for the target audience or purpose 
· feasibility of implementing solution

The solution is:
· Developed online IT training and put in on the internet so it can be accessed anytime and anywhere. For example, users have attended the actual training but feel that he wants to do it again, he can access the material anytime and anywhere he/she is.
· Developed face to face IT training to users who feel that online training is not enough for them as their IT skills are low. 
· Get a representative from each state. Each representative need has intermediate to advance IT skills. Train this representative to do the face-to-face training to  
· Commercial wise - The solution will benefit business as the productivity will rise again and solve the issue.
· Suitability for the target audience or purpose – IT training need not be technical for the end user, but representative will have more technical training as he will be one acting as an IT support for that state.
· feasibility of implementing solution – the training does not require IT staff to travel as he can do training online and will get just a representative from each state. Organization can save money.
[image: https://pimages.toolbox.com/wp-content/uploads/2021/04/09121045/Phising-Email-Attacks.png]
Refer: Prevent Phishing Email Attacks

Protect yourself from phishing attempts
The best way to protect yourself from phishing attempts is to stay abreast of current threats, be cautious online and take steps to block malicious or unwanted messages from reaching you in the first place.

Take the following steps to protect yourself from phishing attempts:

· Don’t click on links in emails or messages, or open attachments, from people or organizations you don’t know.
· Be especially cautious if messages are very enticing or appealing (they seem too good to be true) or threaten you to make you take a suggested action.
· Before you click a link (in an email or on social media, instant messages, other web pages, or other means), hover over that link to see the actual web address it will take you to (usually shown at the bottom of the browser window). If you do not recognize or trust the address, try searching for relevant key terms in a web browser. This way you can find the article, video or web page without directly clicking on the suspicious link.
· If you're not sure, talk through the suspicious message with a friend or family member, or check its legitimacy by contacting the relevant business or organization (using contact details sourced from the official company website).
· Use a spam filter to block deceptive messages from even reaching you.
· Understand that your financial institution and other large organizations (such as Amazon, Apple, Facebook, Google, PayPal and others) would never send you a link and ask you to enter your personal or financial details.
· Use safe behavior online. Learn how to use email safely and browse the web safely.
· Stay informed on the latest threats – sign up for the ACSC Alert Service. You can also find information about the latest scams on the Australian Government’s Scamwatch website.

Take simple steps to prevent phishing email attacks:
· Do not open any email if you do not clear where it came from.
· Take time to confirm the relevant company email or web site address.
· Call or email follow the office site info to confirm true or false.

[bookmark: _Toc102472787]Task 2: Selected solutions with Presentation
1. Conduct a brainstorm on identified issue 
2. Compare an idea solution for identified issue 
3. Selected the solution and communicate to stakeholder (Your trainer) 
a. Prepare some (10) presentation slides to present the following items to your trainer (All group members have to present equally) 
· Identified issue 
· Brainstorming evidence 
· Selected solution 
4. Record feedback from your trainer and finalised the solution
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See my case study about ICT security case:
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THE 3 TYPES OF PHISHING EMAILS

CLONE PHISHING

CLONE PHISHING IS WHERE A
LEGITIMATE, AND PREVIOUSLY
DELIVERED, BIT OF ONLINE
CORRESPONDENCE IS USED TO
CREATE AN ALMOST IDENTICAL
OR “CLONE" EMAIL.

SPEAR PHISHING
SPEAR PHISHING IS A PHISHING
ATTEMPT DIRECTED AT A
PARTICULAR INDIVIDUAL OR
COMPANY.

WHALING

WHALING IS A PHISHING
ATTEMPT DIRECTED
SPECIFICALLY AT A SENIOR
EXECUTIVE OR ANOTHER
HIGH-PROFILE TARGET
WITHIN A BUSINESS.
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BEST PRACTICES TO PREVENT PHISHING EMAIL ATTACKS
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5 COMMON TYPES OF PHISHING

EMAIL PHISHING SPEAR PHISHING CLONE PHISHING

Scammers create Similar to email phishing, Scammers replicate

emails that impersonate butthe m s are more an email you have

* EMAIL PHISHING legitimate companies personalized. For example, received, butinclude

and attempt tosteal they may appear to come adangerous
your information. from your bo attachment or link.

« SPEAR PHISHING

» CLONE PHISHING
* WHALING

* POP-UP PHISHING | -4

WHALING POP-UP PHISHING

Scammers target high-ranking Fraudulent pop-ups
utives to gain access to trick users into

nsitive data or money. installing malware.
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WHAT IS A PHISHING ATTACK AND HOW DOES IT WORK?

A

1. Attacker sends phishing mail to target

Hacker

3. Hacker collects
4. Hacker uses victim’s important credentials
credentials to access
private information 2. Victim clicks on Phishing
link and visits fake website

Original Website Phishing Website
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HOW TO IDENTIFY A SPEAR PHISHING ATTACK

How to Identify a Spear Phishing Attack

Verify the sender’s Verify the URL by Call or text the
email address hovering over it sender to verify





image10.JPG
HOW TO PREVENT PHISHING

5 WAYS TO FIGHT
PHISHING ATTACKS

Follow these steps to arm
employees with the right tools
and education to fend off
phishing attacks.
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INVESTIGATE EVERY LINK’S FINAL DESTINATION

WE'RE ALL EMAIL MARKETERS HERE. LINKS,
UTMS AND REDIRECTS ARE SPRINKLED
THROUGHOUT EVERY EMAIL WE SEND. SAME
WITH EMAILS THAT WE RECEIVE. JUST BECAUSE
A LINK IS TYPED OUT AND LOOKS LIKE A
NORMAL HYPERLINK DOESN'T MEAN THE
DESTINATION IS AUTHENTIC.

TO FIND OUT IF A LINK IS REAL, HOVER OVER
IT WITH YOUR MOUSE AND LOOK AT THE
LINK'S DESTINATION IN THE LOWER LEFT
CORNER OF YOUR BROWSER. THIS IS THE REAL
DESTINATION, REGARDLESS OF WHAT THE TEXT
SAYS.

ALTERNATIVELY, YOU CAN TYPE THE URL
MANUALLY INTO A NEW SEARCH BAR.

Phishing: Avoid the Bait

\;k))

Scammers use
familiar company
names or pretend
to be someone
you know.

They ask you to click on a link
or give passwords or bank
account numbers. If you click
on the link, they can install
programs that lock you out of
your computer and can steal
your personal information.

They pressure you
to act now —or
something bad will
happen.

Federal Trade Commission | ficgov.
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TAKE “URGENT” DEADLINES WITH A GRAIN OF SALT

NO LEGITIMATE COMPANY WILL EVER ASK
FOR YOUR PERSONAL DATA VIA EMALL. IF

YOU SEE A MESSAGE THAT'S TRYING TO GET

YOU TO TAKE "URGENT" ACTION (AKA,
SENDING YOUR PERSONAL INFO), CALL THE
COMPANY DIRECTLY AND ASK. WHEN IT
COMES TO YOUR DATA, YOU'D RATHER BE
SAFE THAN SORRY.

ALWAYS MAKE ACCOUNT UPDATES
YOURSELF OR CALL THE COMPANY USING
THE NUMBER YOU FIND ON THEIR WEBSITE
(NOT THE NUMBER THE EMAIL PROVIDES—
THAT COULD BE FAKE TOO).

SCAMMERS WILL IMPOSE BOGUS
DEADLINES AND WILL SOMETIMES EVEN USE
THREATENING TONES IN THEIR MESSAGES.
WHEN YOU KNOW IT'S A PHISHER, MARK

TRASH WHERE IT BELONGS.

Avoid the Hook

Check it out.

» Look up the website or phone
number for the company or person
who's contacting you.

Call that company or person directly.
Use a number you know to be correct,
not the number in the email or text.

Tell them about the message you got.
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CHANGE YOUR PASSWORDS FREQUENTLY

———
amazon

WE KNOW, WE KNOW. THIS CAN BE A PAIN IN THE
BUTT. “DON'T USE THE SAME PASSWORD MORE
THAN ONCE," THEY SAY. “CHANGE THEM
OFTEN,"” THEY HARP. UNLESS YOU WORK IN IT OR
SECURITY, YOU MOST LIKELY USE THE SAME
PASSWORD, LIKE YOUR STREET NAME AND KID'S
BIRTHDAY. THE TRUTH IS, HAVING A UNIQUE
PASSWORD FOR EACH ACCOUNT HAS NEVER
BEEN EASIER.

Shipping Address

THERE ARE REPUTABLE PLATFORMS AVAILABLE YOU
CAN USE TO CREATE STRONG PASSWORDS AND
STORE THEM FOR SAFEKEEPING, SUCH AS

ASTPASS. PLATFORMS LIKE THIS ONE ARE
SEAMLESS AND RELIABLE FOR KEEPING DATA
SECURE.
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SET UP TWO-FACTOR AUTHENTICATION

MANY ORGANIZATIONS OFFER TWO-
FACTOR AUTHENTICATION FOR AN EXTRA
LAYER OF SECURITY. TAKE ADVANTAGE OF
THIS WHENEVER POSSIBLE SO NO ONE ELSE
CAN LOG IN WITHOUT NEEDING YOUR
DEVICE.

=N

@

//)

* XX ¥

Protect yourself.

» Keep your computer security up to
date and back up your data often.

Consider multi-factor authentication —
a second step to verify who you are,
like a text with a code — for accounts
that support it.

Change any compromised passwords
right away and don’t use them for any
other accounts.
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TRUST YOUR GUT INSTINCTS

IF AN EMAIL LOOKS OR FEELS OFF TO YOU

(EVEN IF YOU HAVE VERY LITTLE REASON TO Look for scam t1p—offs.
THINK SO), TRUST YOUR INSTINCTS. YOU'VE » You don't have an account with
LIKELY SEEN A GARBAGE PHISHING EMAIL AT the company.

SOME POINT, LITTERED WITH TYPOS AND The message is missing your name
GRAMMATICAL ERRORS, UNPROFESSIONAL or uses bad grammar and spelling. HI MS FIZh
IMAGERY, AND JUST NOT A CLEAN, CRISP : 4

, The person asks for personal
EXPERIENCE LIKE YOU D NORMALLY EXPECT.

information, including passwords.
WHEN AN EMAIL OR OTHER INTERACTION But note: some phishing schemes
FEELS OFF TO YOU, SAVE YOURSELF A are sophisticated and look very real,
POTENTIAL HEADACHE AND TRUST YOUR GUT. so check it out and protect yourself.
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A Home

10 THINGS TO KNOW BEFORE GETTING INTO ICT @

Good Bad Comment
Good Salaries - Approximately from 55k to 150k p/a.
Demand - More than 100,000 open positions worldwide today.
Mobility - Having core IT skills it's easier to move to another company.
Work Remote - Many companies now support working remotely or working from home.
Business Knowledge - Can lead to promotions or jobsin other parts of the company.
- Tight Deadlines Deadlines around IT projects can be critical to the success of the company.
- Long Hours Ifyouwork in IT support you will probably have to work long hours.
- Dealing With Change The IT business is constantly changing. You will need to adapt to that change.
- Stress. Workingwith mission critical applications is a stressful job!
- Burnout Long hours and high stress levels can lead to burnout.
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CYBERSECURITY &

Also referred to as information security, cybersecurity refers to the practice of ensuring the integrity, confidentiality, and availability (ICA) of information. Cybersecurity is comprised of an evolving set of tools, =

risk management approaches, technologies, training, and best practices designed to protect networks, devices, programs, and data from attacks or unauthorized access.

Traditional cybersecurity is cantered around the implementation of defensive measures around a defined perimeter. Recent enablement initiatives like remote workers and Bring Your Own Device (BYOD) & . ( CYBER SECURTY

policies have dissolved the perimeter, reduced visibility into cyber activity, and expanded the attack surface.

Today, breaches are increasing at a rapid pace despite record levels of security spending. Global organizations are turning to human-centric cybersecurity, a new approach that places focus on changes in user

behaviour instead of an exponential number of growing threats. Founded on behaviour analytics, human-centric cybersecurity provides insight into how an end-user interacts with data and extends security

controls into all the systems where data resides, even if not exclusively controlled by the organization. Utimatel

. this approach s designed to identify behavioural anomalies in order to surface and prioritize the most serious threats, reducing investigation and threat detection
times.

The world relies on technology more

ever before. Asa result, digital data creation h

urged. Today, busine: deal of that

oncomputersand t

have vulnerabilities that, when exploited, undermine the health and objectives of an ization.

Adataby

ch can have a range of devastating consequences for any busine:

. It can unravel a company’s reputation through the loss of consumer and partner trust. The loss of critical data, such as source files or in

lectual property, can cost a company its competitive

advantage. Going further, a data breach can impact corporate revenues due to non-compliance with data protection regulations. It's estimated that, on average, a data br

ach costs an affected organization $3.6 million. With high-profile data breaches making media
headlines, it's essential that organizations adopt and imple

ent a strong cybersecurity approach.
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DATA BREACH 4

Adata breach is a security incident in which information is accessed without authorization. Data breaches can hurt businesses and consumers in a variety of ways. They are a costly expense that can damage

lives and reputations and take time to repair. INFORMATION —

SECURITY @ " RHACKER
It may seem like stories of massive data breaches pop up in the news frequently these days. But it shouldn't be all that surprising.

Astechnology progresses, more and more of our information has been moving to the digital world. As a result, cyberattacks have become increasingly common and costly. B A | A K B RF ‘ i
e -

Globally, the average total cost to a company of a data breach is $3.86 million, according to a study by the Ponemon Institute. This means that at $148 on average per stolen record, online crime is a real threat.
to anyone on the internet. CONFIDENCE

ATTACK oiGiTaL D
ACCESS

Corporations and businesses are extremely attractive targets to cybercriminals, simply due to the large amount of data that can be nabbed in one fell swoop.

Your Data Breach Response Checklist

We've created a 7-step checklist to use in the case of a data breach. Depending on the severity of the breach and the information exposed, you'll need to apply some or all of these steps to varying degree.

2.Findout  3.Accept  4.Change  5.Contact  6.Stayalert  7.File

Confirm the breach and if your information was exposed.

The first step is to confirm that a breach actually occurred. When a data breach occurs, scammers may reach out to you posing as the breached company to try to obtain more of your personal information. Don't fallfor fake emails. Go to the company's secure website and/or
call the company to confirm the breach and whether your information was involved.
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Protection

Use a password protection

Reference

PASSWORD PROTECTION

It is very important for everyone to setup a good password!

User

Set up a strong password

Programmer

Use hash SHA-256

Reference
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